
1

Greensboro Computer Center for Seniors

www.shepnetgreensboro.org



Security for Home Computers



You don’t need expert knowledge or special training. You just need 
vigilance to avoid downloading and installing anything you do not 
understand or trust, no matter how tempting might be!

How to easily avoid PC infections

The single biggest factor in preventing a 
malware infection on your PC is YOU.



Do you remember seeing this?



This may come as a surprise to you…
…but it means something!!

If you don’t know or not sure – scan it first.





Download files only from trusted sources



From where did my PC get infected?

• From Browser Tool Bars.

• From a website.

• From pop-up windows.

• From email.

• From physical media (thumbdrives/CD’s).

• From another piece of software.

• From illegal file sharing services.



Tool Bars…you do not want!



Got Tool Bars?



Malware is a generic term for malicious software of any type. It consists of:

• Viruses
• Spyware and Adware

• Keyloggers
• Email Scams

• Social Engineering

OK…”what do I really need to watch for”



What does a Virus look like?

These are common signs of virus:

• Your machine has slowed to a crawl when it tries to do any task.

• Your machine spontaneously reboots for no apparent reason.

• You get constant pop ups when you’re not on the Internet.

• Huge decrease in download speeds.

• New icons on the desktop.



What does Spyware and Adware look like?

• Additional Browser Toolbars

• Brower change

• Influx of unwanted emails

• Unwanted re-directs

• Intrusive Banners

• Unwanted Pop-ups



How do I protect myself from these  things?

• Antivirus program

• Malware/Spyware program

You absolutely need both!



Antivirus Program

My personal recommendation:

Microsoft Security Essentials

*It is free and has automatic updates
** If you already have one, keep it!



Malware/Spyware Program

My personal recommendation:

Malwarebytes Pro

*It is $25 and has automatic updates.
**If you already have one, keep it!



Where do I get these programs?





OK…that is your starting point for 
both antivirus and malware programs!
• They must ALWAYS be up-to-date and upgraded as needed.

• Once a month run scans with both products – whether it says 
to or not.

• If you see a pop-up window in the lower right of the screen 
that asks you to update your security program – DO IT!

In other words, YOU must take an active role in 
your computer’s security!!



Enabling Windows 7 Updates
• Click the Start button

• Select Control Panel

• Click the System and Security option.

• Under Windows Update click on the link to Turn automatic
updating on or off.

• Under Important Updates select Install updates 
automatically then set a time.

• Click on OK.





Why does Microsoft – or 
anyone else put out “Updates”?

• Patches security problems in the program.
• Add something new to the program.
• Patches security problems in the program.
• Updates  settings in the program.
• Patches security problems in the program.

Are you beginning to see the need for updating?



A list of “Who to update…”

• Microsoft (all done with Automatic Updates)
• Operating System
• Office
• Internet Explorer

• Adobe
• Malwarebytes
• Ccleaner (if you have it)
• Any antivirus and malware program you use.



If…
…you do these things – as 
needed and regularly – you 
can forget problems from 
viruses and malware.



Keylogging
It is simply logging your keystrokes!



So what and who cares?



…amazon.com[Tab:][Tab:]nikoncam[BS]eraedpring@triad.rr.
com12344321EdPring125NMainStreetGreens[BS]boroNC2741
oUnitedStates3361111212AmericanExpress123456789876[BS]
[BS]54320909[CR:] [server:348.125.310.167][Name Key 
Return:]….



Where and how does this happen?

Where:
• Cyber cafes
• Hotels
• Cruise Ships
• WiFi Spots



How:



There is a VERY easy solution to this…

When you are on a “public” network, 
ALWAYS assume there is a keylogger.

You never transmit secure information 
over an unsecured network.



Email Scams
Email viruses are getting trickier by the 
day. Many new email viruses will use 
something called "social engineering" to 
try to trick people into opening them 
and thus infecting their systems.

We will go over some of the common tricks:







Your email account has been hacked!

OK…how did I know that?

• Your friends and family are getting emails that you did not send.

• Your SENT Folder has messages you did not send.

• You cannot log into your email account.



OK…what do I do about it?

• Change your password.

• Be sure your Windows Updates have been done, 
update and run your Malware program.

• Tell your friends you have been hacked.



Let’s talk passwords….

“My memory really sucks Mildred, so I changed my password to 
“incorrect.”  That way when I log in with the wrong password, 
the computer will tell me…  “Your password is incorrect”



These are NOT passwords…

eapring
calvinandhobbs
Your dog or cat’s name
123456789
Password
foobar
qwerty
Your husband’s or your wife’s name
Your own user name
…and of course, “incorrect”



Suggestions…
• Never use a real word.
• Make it at least 8 characters long.
• Use uppercase, lowercase letters and numbers.

• Make it personal – so you can remember it!

“Uncle Larry flew bombers over Germany in 1943.”

My password now is:



In a recent twist, scam artists are using the 
phone to try to break into your computer. 

• They claim to be computer techs associated with Microsoft.

• They say that they’ve detected viruses or other malware on 
your computer to trick you into giving them remote access 
or paying for software you don’t need or want.

• The purpose behind their elaborate scheme isn’t to fix your 
computer; it’s to make money.



The “Don’t” on these calls…

• Don’t rely on Caller ID to identify them.

• Don’t install or give permission to install software.

• Don’t give control of your computer to a 3rd party.

• Never provide credit card or financial information.

• Never give out a password on the phone.



The “Do’s” on these calls…
If you mistakenly agree and do as they ask:

• Hang up when you realize what is happening.

• Call your credit card company and stop payment.

• Update and run your virus and malware programs.

• If you have a problem and cannot fix it – take it to a reputable 
service center.

• Do not use your bank or financial websites until it is fixed.



Remember…

A call like this is always a scam!



…couple of other things!



If you are using Windows 7…

…and if you use Windows Explorer

Upgrade to Internet Explorer 10





Do you remember this slide?



The program is called My WOT

It is not infallible, but a great 
early warning system!



Your very best technical support!



How do I remove the ‘ask’ toolbar?
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